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Security Templates

Purpose

With new features becoming available in info:HR and ESS, granting access to employees is a task that
makes most administrators cringe. The thought of going through the security screens for all employees,
enabling features, is not a priority even though the new features would be very useful.

Security Templates are a powerful tool that provides the ability to grant access consistently and easily to
employees in a couple of clicks. Granted, it will take some time to set up in the beginning but the
payoff down the road is worth it. Once your templates are set up, adding a feature to your entire work
force is as simple as changing just your templates.

The steps below will take you through how to set up security template and how to assign the template
to your employees. Typically, templates should be set up for each level of user e.g. employee,
supervisor, manager etc. For the purposes of this document we will be setting up a supervisor template
so that we can easily illustrate the additional elements of a security profile.

Prior to beginning this process, best practice would be to determine what aspects of info:HR you wish
your supervisor to have access to. There are many questions to consider, for instance if you would like
to have your supervisors begin using the system to manage their employees’ attendance records. One
qguestion you will have to ask yourself; do | want the supervisor to have the ability to view, add or delete
attendance records? There are different security settings to allow access to one or all of those functions.
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Getting Started

Security may be granted to users on many levels and areas. Let’s take a look at some of the screens you
will be accessing and how to navigate the Security Master.

L info:HR - [Security]
& e
R é v Basicl =
e Basic 2 Copy Security Settings | Find User |
| e D Name Template |
| Reports ) ESS & 15 Only
Mass Changes E| HR Clerk TEMPLATE
ﬁ ; 9 Click More Security to Jeny Rowland - SSO Click on the
£ Applicant Tracker System User
Ba eSS & Timesheet Web Modules jpewa list of optiongy Messler tohnaton finger to go to
=8¢ Click the page you the next security
4 Codes wish to access. page.
1 Comments J
| Departments
1 et ) Maintain _ Inquire
4 Inquire r [ Hourly Entitlements
1 CustomFeatures [ Employee Demographics / Dates [~ New Hire [~ [~ Attendance [~ Add Attendance
(Gintom Report |_ Banking r [~ Attendance History
5L = g:;lalendenls F P gn;la-gnl.{lemenh
ills ther Earnings
é ) - [~ Formal Education r [~ Terminations
r [~ Salary r [~ Continuing Education
A Divison Master r [~ Performance r [~ Counseling I~ View Own
@ B EE0 L] [~ Position r [~ Other Infomation [~ View Own
-8 Employment Equity F i [~ Benefits r [~ National Occupational Class'ns
-8 Fom7 I [ Beneficiary w [ Position Skills
2 G/ Master r Sick/Vacation Entitlements r [~ Position Evaluation
-8 Help Descriptions - [~ Associations r [~ Position Master
-8 Label Master I [~ Follow Up Dates [~ View Own
B Machine 1 Master - [ Health and Safety
79 Mukipl Data Sources [ [~ Comments [~ View Own
New Hire Procedure Remove All Basic 1 | Grant All Inquire | Grant All Basic 1
B Pay Period Master
2 Payiol Matiix Country ~] X Employee Number Based Security [~ Show SIN/SSN
2 Province/State Master , [ [ ShowBihdate [~ Show Address
-9 Root Cause Links [[SeshestTenplate ~) % Show Marital Status
B Salary Distiibution Master Security Template -
= B Secuity
2 Change Your Password Password Expiration Days Expiration Date [ Last Change [ [2/11/14
2 Secuity Master
2 Email Setup
B View SMTP Log -

Security Screens

For a complete description of all screens and functionality please refer to the user manual on the client
portion of our website titled Setup.

To move through the various security screens you may either use your mouse and click More Security at
the top left of your screen to view the Security Screen Menu and then click on the screen label you wish
to view, or you may use the Finger (C=U[X=]) jcons to move to the next screen. Some screens, such as
Department security, can only be accessed by using the More Security Menu.

Buttons
Buttons will carry the specific label of the security screen you are viewing, e.g. Grant All Basic 1. Below
are the functional definitions of the button.
Remove All - Provides the ability to delete all checks on this screen for the selected user.
Grant All Inquire — Provides the ability to automatically check the “Inquire” for all check boxes
on this screen for the selected user.
Grant All — Provides the ability to automatically check the “Inquire”, “Add” and “Maintain” for
all check boxes on this screen for the selected user.
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Creating a Template
1. Setup ™ Security ¥ Security Master

2.

Click on the New record button (O')

®

o

Enployent Equy
Folowsps Menu Code Emsi

Fom?
Gen Leckger Moo
Hep Deserptons
Latel Mader

Province/State Meser
Foot Caus Links

Ay u-EE

Supervisar

Supervisor

Copy Secuity Settings | _Find User

[Emplogee 8

User 10 [Sopervisor | Erloeet §] | Momo [Supervisor

B Maintain _ Inauire
Maintain _ Inquie C X Houly Entitiments
C (X Employee Demographics / Dates [~ New Hire [~ X Atlendance X Add Atendance
] 1~ Banki C I~ Attendance History
T T I~ voar Entniements
] sk r Othr Eamings
w r Torminations
r r Continuing Education
w [~ View Own r " Counseling | View Own
= C Other Infomation [~ View Own
w r Occupational Class'ne
I = skills
] ickNVacation Entlements (m = Evaluat
] Menu r ™ Position Master
w ™ View Own
[
H ™ Viow Own [~ Add Comments

Fomove Al Basic 1 | | Gront At Basic 1
Countty [AA0A =] I~ Employee Number Basod Secuity

I Show SIN/SSN
I Show Bith Dato. I~ Show Address
Timesheet Template [23-Furcniod =] [ opow Lot D00

Secuity Tomplate [TEWPATE <]

Possword [T Exation Days Expiation Date F3[77777 ] Last Change BB [F71577 |

Enter a User ID and a Name, and select TEMPLATE from the Security Template drop down menu
and assign a Password. Employee # is not required and should not be entered on the template.

Note: This record is a template only; it should not be used to access the system.

[ et secury?

4. Save the record (). Upon saving, the system will ask you to confirm the password. Retype the
password and click Verify.

Listom Hepors st
Dastooad Setp
Depament Master
Depstment/Gen Ledga Mt
Diion st

Enployment Equty
Folowsps Men Code Emal
Fam?

Gen LedgerMaster

[y —
Seouy

B Crange Yo Passverd
B Secumy M

& Fle MoreSecuty
OR& 4 DE-X [+ v a-FE
G Folowops ons S Supervisor  Supervisor Copy Secuiy Setings | _Find User
o Heomussey [Emploee one Tramise =
¢ Syntem Admrssiator TEMPLATE
@ Comments template TEMPLATE
5§ Loavesand Tomminsiors - TEMPLATE
coten TEMPLAT
Ropont TEMPLATE
M Updses Supervisor
w Enployee 2
Froggem Master Employee. 5
5 B hosioan Tissking Seus

Usor 0 [Swpervier ] Ervioet e R

Bas Maintsin _ Inquie
Maintain  Inquire IF] (ourly Entitiments

I X Emplopee Demographics / Dates [~ New Hire [~ X Altendance % Add Atiendance
w I~ Banking = At istory

I Dependents r I~ Dollo Entitlements

r kil » Other Earnings

™ 1 Forma Education T I~ Terinations

C = [~ Continuing Education

C [~ Perdomance/ [~ View Own = [~ Counselling I View Own
C = [~ Other Infomation [~ View Own
C I~ Benefits = I~ National Occupational Class'ns
C [ Bonoficiary I Position Skill

- X Sick/Vacaion Entillements I [~ Position Evaluation

C nu - ition Master

r Followups [ View Own

C [ Health and Safoly.

r Comments [ View Own [~ Add Comments

Bemave Allasic 1 | Grant Al inquie | _ Grant Al Basic 1

Country CANADA =] [ Employeo Numbor Basod Secuity [ Show SIN/SSN
I Show Bith Date I~ Show Address

Timesheet Template [23-Purchnod =] (- oo Wb Doe

Secuty Tomplate [TEMPLATE <]

Password [Days (35589 | Expiration Date [ 777717 | Last Change [B[7177 |

s
ORS¢ o Xt ia-BE
l fominieid TEmplogee & Tomplate |
Repos ‘
&/ Mass Updates 8524
B sew -
Prevsicinrtll| | E— B
Audk Maser User 1D [Supervisor | Emploves i §§ ] Name  [Supervisor

Budosted Manparer

v
i

Soly Diebuton Haster
Secuy

2 ChongeYous Possword —
2 secuty Mo

2 ensiseus

Dot

Maintain
&

Inquie.
I Houly Entitlements
L Atiendance. .

Maintain  Inquire
] I Dates - Mew Hite [

Fia ST
[ Dependents o erlty b S
Verly

Verity o Cancel Changes

T

Remove Al Basic 1 |

Grant All Basic 1

[~ Show SIN/SSN
[~ Show Address

5 Employoe Number Based Socuity
[ Show Birth Date
X Show Maiital Status.

) —
Timeshoot Tonpie | =]
Secuity Tenplate [TOVFTE =]
Possword FES ] Expaton Days |

| Expitation Date 7| | Last Change [ [2/13/14 1

Your Template is now ready to have security assigned.
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Assigning Security
1. Using the Supervisor Template begin assigning security by simply clicking on the check boxes of
the security items you would like to grant to Supervisors.

m3
£

e
mployee Demographics / Dates [~ New Hire

inking
ependents

AWy
$TILTESE

Ennnininnniniinininini]
2
s
5
H
s
H
AT TNE

Remove. AllBasic1 | _ Grant All Inquite |  Grant All Basic 1

Countiy [CaNADA =] I Employee Number Based Security [~ Show SIN/SSN

Timesheot Template [Z3-Pinchnau =] |- Spom e L=hondidess

Secuity Template

Passwor d Expiration Days (99399 | Expiration Date [ [2/27/1 Last Change [ [3/15/17

Levels of Security

Maintain - when granted allows users to make changes to the field including adding and
deleting information. If Maintain is checked, Inquire automatically gets checked.

Inquire — when granted (without Maintain checked) allows users to view the information only.
New Hire — allows users to add a New Employee.

Add Attendance — allows users to add attendance records. This setting is useful for clients using
ESS. Supervisors may be allowed to add attendance records but you may not want them to edit
or delete any existing attendance records in ESS.

Add Comments — allows users to add Comment records. This setting is useful for clients using
ESS. Supervisors and employees may be permitted to enter comment records, although you
may not want them to be able to edit or delete any existing comment records in ESS.

View Own - allows the login id to view their personal records as well as the records of any other
employees they are able to view (via Department Security).

Employee Number Based Security — will allow users access to their information only. Fora
supervisor to view their employees this must be unchecked.

2. Go through each Security Screens clicking on the check boxes to apply security to the template.
When you are satisfied with the security selection click Save (&) to save the Template. It is best
to save before moving on to the next security screen.
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Note:

Note:

Assign Code Security. Go to More Security ® Codes.

[ o (secur]
sea

ployee 2 Employee 2

Copy Secuity Settings | _Find User

]

i Emplogee

Gront A i | Gt A Basic 1

" CANADA =] X Employeo Nunber Based Secuity [ Show SIN/SSN
I Show Bith Date 5 Show Add
Timesheet Teaplate [23-Purchnod =] (- oo b D8e

Tompiats [TEWFATE =]
[ Expiaton Daye (39599 | Expiaton Dote [I[7777 | Lot Change E1777 ]

The codes look up window will open. Highlight the code table you wish to assign access to then
click Edit (L=]).

Codes Security - Supervisor

File

User ID Supervisor Supervisor

[ [Name Description [Maintain [Inquire [ 4]
|ADMIN BY CODES No N o
APPLICANT SOURCE CODES
ATTENDANCE CODES

ADGP ATTENDANCE GROUP CODE No No

|___|asRc ATTENDANCE SOURCE No No

| |wrBD |BAND CODES No No

[___|BNCD |BENEFIT CODES No No

[ |BGMF |BENEFIT GROUP CODES No No

[|esut CEU TYPE CODES No No

[___|escc |CO-ORDINATED BY No No

[—_|cosr COBRA CODES No No

[—_|cop1 |CODE 1 No No

|—_|cop2 |CODE 2 No No

|___|con3 |CODE 3 No No ~|

ATTENDANCE CODES [~ Maintain [~ Inquire

Close Edit 0 cel Print [ Remove All Grant All Inquire Grant All

Click Maintain or Inquire.

If you would like to select a security level for all codes you may use the Grant All buttons.
Typically, Grant All Inquire access is given to all codes. By limiting the user to what screens they
can view, it reduces the need to limit what codes the user can see. For example, if the user
cannot view or maintain the Benefit screen, giving them access to the Benefit Code would not
be harmful since they do not have access to the screen that contains the benefit code.

Click Close (==l) when finished.
Repeat the above instructions for Comments, Follow-ups and Document Type code tables.

Grant All Inquire is not recommended for Comments and Follow-ups.

**Department Security must be assigned on an individual basis. By default, the template has
access to all departments. Please see the Department Security section of this document.
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Applying the Template

Now that the template has been created, the next step is to apply it to the appropriate Users.

[ inforh- (securit]

5 Fle More Securiy

OR& 4 |DEA-X[4+ v #-EE

Followups Mer ~ Supervisor Supervisor Copy Security Settings Find User
b, Sl =

i

3
[

ik —

)

H
it
e

Inuire
% Employee Demographics / Dates [~ New Hire
[~ Bonking

AT TE
277777777ER
I33zoopoooREEs

flow. T View Own

T TER §

Grant Allinquire | Grant All Basic 1

[~ Show SIN/SSN
how Address.

Country [
Timesheet Template [73-Punch nout <!
Secuity Tomplate [TEMFLATE <]

s Password I reypare |Daye (39939 | Expivtion Dote {37710 | Last Change [J3 (715717
ssagasss
Enpicyes

8 Nansger
et

1. Click on the security record of a person who is a supervisor.
Select the Supervisor template from the Security Template dropdown list. Click Save (H), to
assign the Template to this user.

3. An alert window will come up notifying you that the security profile cannot be altered except for

certain fields.
Template based User Security Profle ﬁ.- =)

This User's Security Profile cannot be changed except for Country,
B\ Timesheet & Security Template, Password & Expiration and

Department Security.

This user's security profile is based on the ‘Supervisor'template.

4. Click OK.
5. Asecond alert window will come up notifying you that the security profile has been updated.

Security Updated E i

0 Security Profile updated for ‘1051 successfully.

6. Click OK.

The template is now assigned to the Supervisor. If you are applying the template to a new User ID you
will now assign Department Security. If you have applied this template to an existing User ID it is always
best practice to review the Department Security to ensure they have access to the appropriate
employees.
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Department Security
Supervisors will require access to the departments or other business units they are responsible for. This
level of security must be assigned individually to each supervisor; it isn’t inherited from the template.

1. Select the supervisor you wish to add department security to.
Go to More Security ® Departments

[ o (secur]

ployec 2 Employee 2 Copy Secuity Setings | _Find User
[Enplopee & 0 . =
539 TEMPLATE
yee TEMPLATE
B TEMPLATE
or TEMPLATE
1027 Supervisor
s01 Enplogoo 2
o3 mployes B}
Voyee2 | Empopest B[ | Name [ el

Maintain

inauite
Emplogee Demographics / Dates [~ New Hire
Banking

AT

+ Bas
I~ Show Bith Date
Timosheot Template [23-Purchinod =] - oW IO IS0,

Secutty Tompiote [TEHFATE =]
Passwond BT Expiation Days (99595 | Expiaion Date E[77577 | Last Change EB1777 |

3. Use the selection criteria to provide access to groups of employees.

4. Click on Edit (L),
Department Security - Supendsor B L

File
UserlD  Supervisor  Supervisor
I
K |
Department Q Secuy
Urion Q] I
Diision Q] I
Section Q]
al |
Locaion Q]
N—
Exclude Employee Numbers ) | i
Include Employes Numbers @ [ |
You must choose one of the rows in the table above.
List employees to include who are not otherwise part of any of the groups in the table above.
Hi. Close di oK | cancet| New | Detete| Pint

5. Click the Magnify Glass (%)) for Department.

Departments

Department #  [2000 ] Name  [CalRegional Office

GL# Q [0z Foreign Service

[ J [ | _Ena_|
=
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10.

Note:

Select the appropriate Department from the list.

*Do not select Departments highlighted in red, they are inactive Department codes.
Click OK.

Click the New () button to create a new Department record, if needed.

Apply the appropriate selection criteria.

Click Save ().

When using the selection criteria, only employees matching the selection criteria will be viewed
by the Supervisor.

Exclude Employee Numbers provides the ability to exclude employees who match the selection
criteria but the supervisor is not entitled to view.

Include Employee Numbers provides the ability to include employees who may not otherwise
match the selection criteria.

Once you have assigned the security access for one supervisor it is best practice to log in as the

supervisor to ensure there is the correct access to all areas required. When you are satisfied, repeat the

above steps for each user requiring Supervisor security access.
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Making Changes

Changes may be made to the template at any time. When changes are made they will change the
access for all users associated with the template. Example: There are 12 supervisors on a Supervisor
template. A decision has been made to give access to supervisors to view Formal Education. When this
change is made to the template, upon saving the change all 12 Supervisors will have access to view
Formal Education for their Departments.

Changing a Template
1. Select the template you wish to change. Make sure you are changing the Template, not an

individual user record.

B infoR - Secorty]

& y
OR& 4 DE- X Voo - E

Copy Secuity Settings | _Find User

[Template

TEMPLATE

]
8|
ied

ATE §

Femove AllBasic 1 | Gramt Al lnquie | _ Grant Al Basic 1
| Cr—— T SPT—
e
wite [TEPATE =]
[ Expiration Days [0 | Expiration Date 73 | | Last Change [ (2713714 1

er Based Securty [~ Show SIN/SSN
Show Address

2. Make the security changes.

infoHR - (Security]
& Fie More Security
OR& (4 DE-X[4 V6a-WE

R Supervisor  Supervisor Copy Secuity Settings | _Find User

[User ID Employee # [Name.
ssssss Iy ESS 275 Only

[Template

TEMPLATE

e Maintain [
Maintain I ] Hou wl
m
] " I At
= = I~ ol
r w I~ Othe
C i [ Ten
r w X Cor
= I % Cour
I m X Othe
= " I Nat
w i I Pos
= w [ Pos
C (m ™ Pos

Country B =] [ Employee Number Based Security [~ Show SIN/SSN

ot ot ] RO e

Socuty Tomplote [TEWFATE =]

Passworc d ST Expiration Days [0 | Expiation Date [ | LastChange FR[70 |

3. Click Save (H). The changes made will automatically be applied to all users assigned to the
template.
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